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How to use the guide

Howiouseithe E 1. Select the topic (on the left)
guide - .
- 2. Complete the steps as required

What is MFA?
If you can't find a topic log a call on our ICT Partner portal

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token
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What is Multi-Factor Authentication (MFA)?

How to use the When you sign into your account (a process we call "authentication®) you're proving to the service e.g. SUNFin or
SUNStudent that you are who you say you are.

’; Traditionally that's been done with a username and a password. Unfortunately, that's not a very good way to do it and
€ thatis why Microsoft 365 has added a way for your account to be more secure called Multifactor Authentication.
~
= When you sign into your account you will need a second factor to prove who you are. A factor in authentication is a way

of confirming your identity when you try to sign in. The three most common factors are:

What must | =

dor? Something you know - like a password.

Something you have - like a smartphone and authenticator application or a secure USB key (hardware token).
Microsoft Something you are - like a fingerprint or facial recognition.
Authe.ntic.ator =
fpolieation Multifactor Authentication therefore gives you access to applications, services or products and secure you and the
University against username and password theft.

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 0218084367 3
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What must | do?

How to use the 1

: Connect to the Wi-Fi or to mobile data on your mobile device
gquide

- 2. Have a Smart Mobile devices where you can download the Authenticator Application

WhatisMEA?Z 3. A mobile number belonging to you and is not shared with anybody

4. Select an authentication method:
What must | . . .
a. An Authenticator Application (preferred method)

b. Hardware Token
* Requires motivation from your Departmental Head

Microsoft * You will have to purchase the hardware token

Authenticator
Application

NB: You only need to register once to use MFA for SU services requiring MFA

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 021 8084367 4
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Microsoft Authenticator Application 1/15 30 Easy steps

How to use the IMPORTANT: Some of the Huawei cell phones are incompatible with the Microsoft Authenticator Application. If the Microsoft Authentication
guide application is not available on the Huawei App Gallery, you will have to use the Google Authenticator Application as your method of authentication.

On your computer, open MFA Setup. Enter your password and click Sign in.
1 You will be prompted to sign in with your Stellenbosch 2
' University credentials. First type in your email address and !
click Next.
What must | @1 Stellenbosch
do? B® Microsoft s
S;gn in < mfa02@sun.ac.za

Enter password

MICI’O§Oft mfa02@sun.ac.za
Authenticator Password

a lication MNo account? Create one!

Forgot my password

Can't access your account? _
Sign in
Google

Authenticator Next
Application

— To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Hardware
Token

C% Sign-in options

ICT Partner portal % 021 8084367 5 For next steps click here DM
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Microsoft Authenticator Application 2/15 30 Easy steps

How to use the
gquide

You will be requested to enable additional security on your Select the correct country and type in the cell phone
3 account. Click Next to proceed. 4 number of the mobile device you will be using for MFA

authentication and click on NEXT.
If you don't see the screen below, you are already

registered for MFA and don't need to do anything further. A SMS with a Code will be sent to the cellphone number

you have indicated in the below image.

What must |
do?
@1 Stellenbosch Keep your account secure
. S ‘Your organization requires you to set up the following methods of proving who you are.
M mfa02@sun.ac.za
Authenticator
Application More information required Phone
Your arganization needs more information to keep
your account secure You can prove who you are by answering a call on your phone or receiving a code on your phone.
GOOl.e Use a different account What phone number would you like to use?
Authenticator . _
— lication Learn more | South Africa (+27) - v | 0000000000 -
Next
E— @ Receive a code
O Call me
M Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
Token To Sign-in at Stellenbosch University requires and cookies statement.
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm. Next

ICT Partner portal % 021 8084367 6 For next steps click here DM
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Microsoft Authenticator Application

3/15

30 Easy steps

How to use the
gquide

Enter the code that was received via SMS in the space
5 provided and click on Next.

What must |
do? Keep your account secure

Your organization reguires you to set up the following methods of proving who you are.

Microsoft
Authenticator

Application

Phone

We just sent a 6 digit code to +27 0722267377, Enter the code below.

Enter code

Resend code

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 021 8084367

o.

The verification of your mobile device is completed. Click
on Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° Verification complete. Your phone has been registered.

For next steps click here DM
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Microsoft Authenticator Application

4/15

30 Easy steps

How to use the
gquide

/.

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Your mobile device is now registered for MFA. Click on
Done.

Keep your account secure

Your arganization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

Phone
+27 0722267377

ICT Partner portal % 021 8084367 8

Your internet browser will display the below security info.
You will now have to click on Add sign-in method to add
the Microsoft Authenticator Application as a method.

Security info

These are the methods you use to sign into your account or reset your pessworc.

You're using the most zdvisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Phone - text +27 Changz

—+ Add sign-in methad

Q., Prone 127 Change Delcte
Last updated:

[=] Password ast update Change
a day agu

For next steps click here DM
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Microsoft Authenticator Application 5/15 30 Easy steps

How to use the
gquide

Select the Authenticator app method and click on Add. You are now requested to download and install the
9 1 Microsoft Authenticator application on your cellphone.
! " Follow the installation steps on the next slides.

What must |
do?

Add a method Microsoft Authenticator .

Start by getting the a
Which method would you like to add? 0 y getling pp

On your phone, install the Microsoft Authenticator app. Download now

Microsoft
Authenticator

Application

Authenticator app After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 021 8084367 9 For next steps click here DD|
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Microsoft Authenticator Application 6/15 30 Easy steps

How to use the
gquide

= Open the relevant Application store on your mobile device Please make sure that you select the correct application:
11 and search for the Microsoft Authenticator Application. 12 Microsoft Authenticator Application. Tap on Install.
' Huawei devices incompatible with the Microsoft '
Authenticator Applications can use Google Authenticator.

\¥hat is MFA?

12119 B T8%

“ microsoft authenticator ... Q&

What must | Android Phone
do? v This device ~
' Sponsored H
p - Authenticator App - Sa...
MICI’O.SOft m SafeAuth Services. * Tools - N OT TH IS O N E
Authenticator Download 2FA app
Alication 4,5% 13ME [ Rated for 3+
Contains ads *
|Phone In-app purchases
Google Microsoft Authenti...
Authenticator ) @ i & 55 THE
Application ¢
< a5% & APP TO
1M reviews & 45 MB Rated for 3| I N STA L L
Hardware nalll (Rt | [l

Token ﬁ

2w youe
-
B
n -
e e e

ICT Partner portal % 021 8084367 10 For next steps click here DM
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Microsoft Authenticator Application 7/15 30 Easy steps

How to use the

gquide
Once the application installation is completed, tap on Open. Allow the app to send notifications and click on Accept at
1 3 1 the Privacy statement.
1231 1 o 75%E o SiM = 1210 b

& microsoft authenticator .. Q&

What must |
do? + This device ~

AN

* =
Microsoft Authenticator App - Sa... n \h\.l
Authenticator SafeAuth Services. * Tools L

Alication Download 2FA app

4,5% 13MB [ Rated for 3+
Contains ads *

Sponsored

Microsoft respects your privacy

In-app purchases We collect reguired diagneostic data to keep

GOO. le . . the app secure and updated. This does not
Authenticator 0 Microsoft Authenticator include any persenal data.
I i Installed
Application 4
—
Available on more devices ~
Hardware
Token g Google Intel Apollo Lak...
_— Chromebook

Microsoft Privacy Staterment

ICT Partner portal Q0218084367 1 For next steps click here D]
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Microsoft Authenticator Application 8/15 30 Easy steps

How to use the
gquide

1 5 Click on Continue. 1 6 Click on Add work or school account.

10
Skip
What must |
do?
YE:
Microsoft Help us improve Authenticator ﬁ | I
M By allowing us to collect additional non-personal data, you
[ )[ I_ication can help us improve the app.
You can turn this on or off at any time in the 'Settings . .
page. Secure your digital life

D Help improve the app by sharing your app usage data

Google
Authenticator

Al.ication “ : .::;-J-:;;::.‘I_ul..:. ..!.il— .‘.|-.|’|'.;I:| -'.. ..:\'-il .ll-r. n.‘n;l.l:.:_ll—.---. "lsl :
—

El Add work or;cnool account

Sign in with Microsoft

Privacy Statement
W g;“} Scan a OR code
Token

Restore from backup

ICT Partner portal Q0218084367 12 For next steps click here D]
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How to use the
gquide

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Microsoft Authenticator Application

9/15

30 Easy steps

17 Select Scan a QR code.

Add work or school account

B8 Scana QR code

Signon

El Far passwardless enabled users
only.

CAMCEL

ICT Partner portal % 021 8084367

18.

13

Click on While using this app. Your mobile device is now
ready to scan the QR code.

Now go back to your browser.

Allow Authenticalor to take pictures and

record video?

While using the app

Only this time

Dot allow

For next steps click here DM
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Microsoft Authenticator Application

10/15 30 Easy steps

How to use the
guide

19 Go back to the browser and click on Next.

What must |
do?
Microsoft Authenticator x
, Start by getting the a
Microsoft y9 9 PP
Authenticator On your phone, install the Microsoft Authenticator app. Download now

[ )[ I_iCation After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Goo[e ‘ Sancel J

Authenticator
Application

Hardware
Token

ICT Partner portal % 021 8084367

2 O Click on Next to setup your account.

Microsoft Authenticator %

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

14 For next steps click here DM
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Microsoft Authenticator Application 11/15 30 Easy steps

How to use the
gquide

A QR code will display on your computer. Position the camera of your mobile device over the
2 1 Do not click on Next yet. 2 2 QR code displaying on your desktop.

Click on Allow to be able to receive the next
notifications.

What must | Microsoft Authenticator X < Scan OR code

do? Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

Microsoft After you scan the QR code, choose "Next”,
Authenticator
Application

“Authenticator” Would Like to
Send You Notifications

Matifications may inchede alarts,
sounds and icon badges. These can be
configured in Settings.

Google
Authenticator

R AL =
Aopleatn

Don't Allow Allow

Hardware
Token

ICT Partnerportal - Q0218084367 15 For next steps click here D]
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Microsoft Authenticator Application 12/15 30 Easy steps

How to use the
gquide

Your account will now show in the Microsoft Authenticator Go back to your browser and click on Next.
2 Application. 2 4

12:45
What must | :
do? Authenticator
= Microsoft Authenticator X
Scan the QR code
R Mlcrosnﬁ > Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

Microsoft justtesting2355@gmail.com 3pP with your account.
BT Y After you scan the QR code, choose "Next".

Authenticator
Application I e Google >

justtesting2355@gmail.com

Google . "n.-'..
Authenticator
Application Next

Hardware
Token

ICT Partnerportal - Q0218084367 16 For next steps click here D]
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Microsoft Authenticator Application 13/15 30 Easy steps

How to use the
guide
A notification is sent to your cell phone. Enter the number on your cell phone that was send from
2 5 2 6 the browser and click on Yes to sign in.

What must |

do?
Microsoft Authenticator

Let's try it out @ Are you trying to sign in?

University of Limerick

0010053 @studentmail ulie

Microsoft
M Approve the notification we're sending to your app by entering the number shown below.
Enter the number shown 1o sign in.

Application .
1

NO, IT'S NOT ME

Google
Authenticator

Application

| CAN'T SEE THE NUMBER

Hardware
Token

For next steps click here DM

ICT Partner portal % 021 8084367 17
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Microsoft Authenticator Application 14/15 24 Easy steps

How to use the
gquide

The notification was approved, click on Next. The Microsoft Authenticator Application is now added as a
. , method as shown in your browser.

My Sign-Ins -~
What must |
do? e
Security info
. . These are the methods you use to sign into your account or reset your password.
Microsoft Authenticator X
. You're using the most advisable sign-in method where it applies.
Microsoft Maotification approved Sigrein method whin mor advisable is unavalsb: Phone - wst +27 JTZZI6TTT Change
Authenticator 4
; ; liCation =+ Add sign-in method
@, Phone 27 Change Delete
-
GOO le [=]  Password :t:uzgd:kd Change
_9_ Back Next
Authenticator
Microsoft Authenticator Delete
Push multi-factor authentication (MFA)

Application

Lost device? Sign out everywhere

Hardware
Token

ICT Partnerportal - Q0218084367 18 For next steps click here D]



https://servicedesk.sun.ac.za/jira/plugins/servlet/theme/portal/6

Microsoft Authenticator Application

15/15

30 Easy steps

How to use the
gquide

The last step is to make the Microsoft Authenticator
2 9 Application your default method of authentication.

In your browser where your methods shows, Click on

Change.
What must |
do? My Sign-Ins -~
Security info
These are the methods you use to sign inte your account or reset your password.
Microsoft
Authenticator You're using the most advisable sign-in method where it applies.
—_— Sigr-in mathod when mot advitable s unavalable Phone - taa +27 0T2226T37T Change
Application
- Add sign-in method
@, Phone 27 Change Delete
Google
Authenticator B passwora gy i
Application
Microsoft Authenticator Delete
— Push multi-factor authentication (MFA)

Lost device? Sign out everywhers
Hardware

Token

ICT Partner portal % 021 8084367

19

Select the App based authentication - notification, click
, on Confirm close the browser.

You are now ready to authenticate with the Microsoft
Authenticator Application when requested.

Change default method X

Which method would you like to use to sign in?

App based authentication - notification V ‘

DONE |¥
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Prerequisites to the Google Authenticator Application

How to use the
e 1. An active Gmail address (Google Account). Follow the link to create a new Google Account.

= 2. Have the GBox application already downloaded from the app store and installed on your smart mobile device.
What is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 021 8084367 20
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How to use the
gquide

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Google Authenticator Application 1/8

Google Authenticator app can be found in the app store on
1 the relevant phone. Click on install. 2
' (If you cannot find Google authenticator on the app store, '
install GBox first.)

Google
Authenticator

< authe
i B2 £33 & £50 §6d 78 k2 2] kD

al i Fell Bal it BVE Full BiN ol °p

About this app
2l sl idi Ef el B 1N Ecl

< 2l 5e kel 4 B kel @

1 English (US)

PX] ICT Partner portal % 021 8084367 21

16 Easy steps

Click on Get started and select Use Authenticator without

an account.

*

Stronger security with
Google Authenticator

Get verification codes for all your accounts
using 2-Step Verification

.'(.

Welcome to Google
Authenticator

Sign in to save your codes to your Google
Account

For next steps click here DM
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Google Authenticator Application 2/8 16 Easy steps

How to use the Your app is not complete, verify via your old method of authentication.
gquide

https.//mysignins.microsoft.com. and click on Signin.

- On your computer, open the browser and go to 4 You will then be prompted to enter your password
What is MFA? 3 ' '

You will be prompted to Sign in with your Stellenbosch

University credentials. First typein your email address and
click on Next.

What must |

do? O s

- usemame@sun.ac_za

[ | FYH
Microsoft m= Microsoft Enter password
Authenticator
Application Sign n s, e | -
Forget my password
username@sun.ac.zd - : _
GOO le Sign in with a security key

Authenticator
Application Can't access your account?

Hardware
Token

To Sign-in at Stellenbasch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/password

ICT Partner portal % 021 8084367 22 For next steps click here DM
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Google Authenticator Application 3/8 16 Easy steps

How to use the

gquide
You will now be requested to verify your identity via Text or Below is the result if you either choose the Text or Call
5 Call. Use your current method. 6 method.

\¥hat is MFA?

B%J Stellenbosch

EB\)Q Stelkenbosch
“ usemame@sun.ac.za

What must | username{@sun.ac.za
? . : : Enter code
cisf Verify your identity Text method
[0 We texted your phone XX J000(00(X11, Please

enter the code to sign in.

k?fe

Microsoft
Authenticator

Application
More infermation

@ Use a verification code :| Don't ask again for 30 days

[ vext exx0o000xt1

Google

Authenticator Q‘S’ Call +XX X00000X11 &SU o
Application

@ usemame@sun.ac.za

More information

Call method

Approve sign in request

Are your verification methods current? Check at
Hardware https://aka.ms/mfasetup
¥ We're calling your phone. Please answer it to
Token © e tealing yourn
Cancel continue.

I__ Don't ask again for 30 days

More information

ICT Partner portal % 021 8084367 23 For next steps click here DM
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How to use the
gquide

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Google Authenticator Application

4/8 16 Easy steps

Select Yes if it is your OWN device .

/.

@I Steilenbosch
us;ername@sun.ac.za
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't shaw this again

No Yes a=

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/password

ICT Partnerportal - { 0218084367

In the left menu, select Security info. Click on + Add sign-in
8 method.

C

mysignins.microsoft.com

| My Sign-Ins -

2 Overview Security inf‘:l

These are the methods you use to sign into your account or reset your password.
s Security info

Default sign-in method: Phone - text +27 Change

=+ Add sign-in method -

% Phone

O Devices

&), Password

24 DM
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Google Authenticator Application 5/8 16 Easy steps

How to use the
guide

Choose Authenticator app and click on Add. 1 O Click on I want to use a different authenticator app.

What must |
do?

Microsoft Authenticator P

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app -
=n

Add a method X

Microsoft Which method would you like to add?
Authenticator

Application

Authenticator app ~

Google
Authenticator

Application

Hardware
Token

ICT Partner portal % 021 8084367 25 For next steps click here DM
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Google Authenticator Application 6/8 16 Easy steps

How to use the
guide

- Select Next. Open the Google Authenticator app on your phone and use
11 12 your phone to scan the QR code shown on your computer.
What is MFA? ' '

On your mobile device, click on + to add an account and
scan the QR code with Google Authenticator.

What must | Select Next on your computer.
do?
Authenticator app x Authenticator app *
Microsoft
Authenticator xias Set up your account Scan the QR code
Agm % In your app, add a new account. Use the authenticator app to scan the QR code. This will connect your authenticator app with your

acoount.

After you scan the OR code, choose "Mext”™.

Google
Authenticator

Application

Hardware i
Token Can't scan image?

ICT Partner portal % 021 8084367 26 For next steps click here DM
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How to use the
gquide

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Google Authenticator Application //8 16 Easy steps

Enter the 6-digit code from the Google Authenticator app Although you added the authentication method, you still must
1 3 14 change the default sign-in method.
» and click Next. '
Go back to the Security Information on the
https.//mysignins.microsoft.com page to change your sign
in method.
Next to Default sign-in method, click on Change.
Authenticator app .4
Enter CDdE & c mysignins.microsoft.com
AR Enter the 6-digit code shown in the Authenticator app. =
£y == | My Sign-Ins -
8 Overview Security info

These are the methods you use to sign into your account or reset your password.

&> Security info

Default sign-in method: Phone - text +27 64 4332211 Change -
Ll Devices

—+ Add sign-in method

Qﬁ Phane

@\ Password

A

<

%2 ICT Partner portal % 021 8084367 27 For next steps click here DD
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Google Authenticator Application

3/8

16 Easy steps

How to use the
gquide

15.

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Left click on the drop-down menu and see all the available

methods.
Select App based authentication or hardware token - code

and click Confirm.

Change default method %

Which method would you like to use to sign in?

App based authentication or hardware token - code / ‘

Phone - call +27 64 433 2211

Phone - text +27 64 433 2211

App based authentication - notification

App based authentication or hardware token - code

Change default method X

Which method would you like to use to sign in?

App based authentication or hardware token - code - |

|

ICT Partner portal % 021 8084367

You will see a notification in the top right corner of your
computer screen to confirm the change of the default
sigh-in method.

16.

Your default sign-in method was updated x

Tue, 26 Sep 2023 0929:05 GMT

The default sign-in method has changed to the
Authenticator application or hardware token - code

| My Sign-Ins

Security info

These are the methods you use to sign into your account or reset your password,

H Overview

He Security info
Default sign-in method: Authenticator app or hardware token - code Change

B Devices
= Add sign-in method

Your MFA should now be successfully setup using the Authenticator
application.

) —
v —
 —
 —

28 DONE
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Hardware Token 1/12 24 Easy steps

oW to Lse the IMPORTANT: You must be enabled to use a FIDO key with your university credentials. Log a request on the ICT Partner Portal to be enabled.
gquide

On your computer, open the MFA Setup. Enter your password and click Signin.
1 . You will be prompted to sign in with your Stellenbosch 2 .

What is MFA? . : : .
S University email address and click on Next.

What must |
do?
. Stellenbosch
BY Microsoft @I e
Microsoft S’gn in < mfad2@sun.acza
Authe.ntlc.ator e Enter password
Application
Password
No account? Create one!
Can't access your account? Forgot my password
Google -
Authenticator
Next

Application

To Sign-in at Stellenbosch University requires

@sun.ac.za username. Passwords can be changed at

Hardware CS Sign-in options www.sun.ac.za/useradm.

Token

ICT Partner portal % 021 8084367 29 For next steps click here DM
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Hardware Token 2/12 24 Easy steps

How to use the
gquide

You will be asked to enable additional security on your

Enter your mobile number and click Next.
3 account. Click Next to proceed to step 4. 4

\¥hat is MFA?

If you do not see the below screen, you are already
registered for MFA and do not need to do any further steps.

What must | =
do?

%q Stellenbosch Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

Microsoft

Authenticator =
Application More information required Phone

mfa02@sun.ac.za

Your organization needs more information to keep You can prove who you are by answering a call on your phone or texting a cade to your phone,

your account secure
‘What phene number would you like to use?

Use a different account

Google

Authenticator Learn more South Africa (+27) v|  [nter phone number
. . (@) Text me a code
Application o ®
{_J Call me

Co—
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

Hardware To Sign-in at Stellenbosch University requires
Token @sun.ac.za username. Passwords can be changed at
- Www.sun.ac.za/useradm.

ICT Partner portal % 021 8084367 30 For next steps click here DM
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Hardware Token 3/12 24 Easy steps

How to use the
gquide

A verification code will be sent to your mobile device. Enter Click Next when the code has been verified.
5 the code and select Next. 6

\¥hat is MFA?

What must | =
do? Keep your account secure
Keep your account secure

Your erganization requires you to set up the following methods of proving who you are.

Your organization requires you to set up the following methods of proving who you are,

Microsoft Phone
Authenticator =
Al_ication ‘We just sent a 6 digit code to +27 Enter the code below, Phone

421193

L) SMS verified. Your phone was registered successfully.

Resend code

Google Back
Authenticator

Application

Hardware
Token

ICT Partner portal -} 0218084367 31 For next steps click here D]
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Hardware Token 4/12 24 Easy steps

How to use the

gquide
Your mobile number has been successfully added as an When asked if you want to stay signed in, click No.
7 authentication method. Click Done. 8
What is MFA? ' '
What must |
@ (@sun.ac.za

Keep your account secure Stay Sigl‘lEd in?

Your organization requires you to set up the following methods of proving who you are,
Do this to reduce the number of times you are asked

Microsoft to sign in.
Authenticator Success!
A[ication D Don't show this again

Great job! You have successfully set up your security info, Choose "Dong” to continue signing in.

Default sign-in method: Fhone - call 72 No Yes

Google R o
Authenticator
A“Cat|0n m To Sign-in at Stellenbosch University requires

r— @sun.ac.za username. Passwords can be changed at
WWW.sun.ac.za/useradm.

Hardware
Token
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How to use the
gquide

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Hardware Token

5/12

24 Easy steps

Once signed into your Stellenbosch University account,
9 Select the icon in top right-hand corner and select View

account.

stellenbosch University

] @sun.ac.za
Type to fitter list | M l -

Type any word or name to filter your list

sign out

ICT Partner portal % 021 8084367

33

10.

You will be directed to https.//myaccount. microsoft.com.
Select Security Info.

bg My Account ™

£ Welcome to the new My Account experience!

2 Overview
,‘*, Securty info
O Devices
€, Password
E=1 Organizations = -
¢85 Settings & Privacy
Fa My sign-ins
Why can't | edit? L
= Office apps

B2 Subseriptions

For next steps click here DM


https://servicedesk.sun.ac.za/jira/plugins/servlet/theme/portal/6
https://myaccount.microsoft.com/

Hardware Token 6/12 24 Easy steps

How to use the
guide

- Select Add a Method and select Security Key from the You will be prompted again to authenticate. Depending on
11 drop- down menu. Click Add. 12 your method, you will either receive a phone call or a SMS.
' ' Follow the prompts.

\¥hat is MFA?

What must | =
do?

Security info
A Security key

Microsoft
Authenticator =

AI.iCation = Devices - Add method

To set up a security key, you need to sign in with two-factor
authentication.

Cancel

Google lost devicar sign Add @ method
Authenticator

Application

(r— Security key s |

Hardware
Token

ICT Partner portal -} 0218084367 34 For next steps click here D]
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Hardware Token //12 24 Easy steps

How to use the
guide

Select your type of security key.

Have your key ready and click Next.
13 In this example we will use a USB device option. 14

What must | =
do?

rity key

LA

ecu

Security key
Have your key ready.

M Choose the type of security key that you have.
Authenticator = . When you choose Next, you will e prompted to plug your security
Application D USB device key into the USB port. Then, touch the button or the sensar on your
security key to finish setting up your device.
B NFC device ) )
For more detailed instructions. visit your key manufacturar's website,

Google
Cancel Back

Authenticator
Application

Hardware

For next steps click here DM
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Hardware Token 8/12 24 Easy steps

How to use the

gquide
Follow the prompts and click OK when prompted. You will need to create a PIN for the security key. Enter one
15 1 6 and click OK.
What is MFA? ' .
Secu”ty key Windows Security x

Continue setup

What must | Your PC will redirect you to a new window to finish setup.

This will let login.microsoft.com see the make and model of your
do?

security key

login.microsoft.com wants to create a credential on your security

Windows Security e key. This lets you sign in without having to type your username.
Microsoft 0 ) . o
- Securi ke setu Note: A record of your visit to this site will be kept on your
Authenticator oy P security key.
Application . o N
Set up your security key to sign in to login.microsoft.com as
@sun.ac.za. oK e
Google This request comes from Chrome, published by Google LLC.
Authenticator
A[ication Windows Security Y
— OK Cancel Continue setup
Hardware Tap your security key on the reader or

Token

insert it into the USB port.

Cancel

ICT Partner portal % 021 8084367 36 For next steps click here DM
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Hardware Token 9/12 24 Easy steps

How to use the
gquide

You will need to create a PIN for the security key. Enter one You will be requested to touch the security key.
17 and click OK. 18

\¥hat is MFA?

Windows Security x
What must | Making sure it's you
do?
Set up your security key to sign in to login.microsoft.com as Windows Security W
@sun.ac.za.
} _ Continue setup
Microsoft This request comes from Chrome, published by Google LLC.
Authenticator , .
Application You'll need to create a PIN for this a8
security key. :
Touch your security key.
Google e ‘ Mew FIN ‘
Authenticator ) ‘ Cancel
Application confirm PIN
—
OK Cancel
Hardware

Token

A

PX) ICT Partner portal Q0218084367 37 For next steps click here D]
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Hardware Token 10/12 24 Easy steps

How to use the
gquide

Once the device has been verified, you will be prompted to You're all set. Click Done.
19 give your key a name. 2 O
What is MFA? ' '

What must |
do?
Security key
. Security ke
Microsoft ty key You're all set!
W Mame your security key. This will help distinguish it from other keys. You can use your security key instead of a username and password
Application the next time you sign in.
Yubikey
Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your
Gﬂgﬁ Cancel fingerprint.
Authenticator
Application m

Hardware
Token

ICT Partner portal % 021 8084367 38 For next steps click here DM
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Hardware Token 11/12 24 Easy steps

How to use the

gquide
The newly added security key will be listed among your When you are prompted to enter the password, you can
2 1 allowed sign-in methods. 2 2 simply insert the hardware token (security key) in the USB
What is MFA? ' ' port and click on Sign in.

hS._

What must |
@ < @sun.ac.za
Security info Enter password
These are the methods you use to sign into your account or reset your password.
Microsoft S ek bl " - Password
T RRY R ult sign-in methed: Phone - text +2 ange
Authenticator
Alication Fargot my password
~+ Add methad

Sign in with a security key

Q}Q Phone «27 Change : =
Sign in

Application

Lost device? Sign out everywhere

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Hardware
Token

PX) ICT Partner portal Q0218084367 39 For next steps click here D]
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How to use the
gquide

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

Hardware Token

12/12

24 Easy steps

2 3 Touch the key on the allocated spot as before.

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

8
Touch your security key.

Cancel

2 4 All set, you are now signed in using a security key!

A

<

PX) ICT Partnerportal Q0218084367

v
v
40 DONE ¥
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Frequently Asked Questions

How to use the

quide 1. How do | add a second authentication method? ... ClICK here
2. How dolchange my default sign-in authentlcatlon method7 ............................ Click here
= 3. How do 1 INStAll GBOX? ... CUCK NETE

\¥hat is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

ICT Partner portal R 0218084367 M
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FAQ:

1/2

4 Easy steps

How to use the
gquide

\¥hat is MFA? 1 "

What must | =
do?

Microsoft
Authenticator =

Application

Google
Authenticator

Application

Hardware
Token

K D

X

How do | add a second authentication method?

address: https:.//mysignins.microsoft.com.

On your desktop, open your browser and type the following 2

You will be prompted to sign in with your Stellenbosch
University email address. Click Next.

B® Microsoft
Sign in

mfa02@sun.ac.za

No account? Create one!

Can't access your account?

% Sign-in options

Next

ICT Partner portal % 021 8084367 42

Enter your password and click Signin.

hq._

“ @sun.acza

Enter password

F’a ssword

Fargot my password

To Sign-in at Stellenbosch University requires.
@sun.acza username. Passwords can be changed at
Www.sun.ac.za/useradm.

For next steps click here DM
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FAQ: 2/2 4 Easy steps

How to use the
gquide

authentication methods you have registered. Left click on want to add and click on Add.

Once signed in, your Security Info will display with all the 4 Left click on the drop-down menu, select the method you
Add method. '

We recommend the Microsoft Authenticator Application as
a method.

What must | =
do?

Follow the steps for the chosen method as indicated in the
steps provided in this document.

My Sign_ms

R ,L:‘, Ovarview S . H f
Microsoft ecurity info A
a method X
R = = . These are the methods you use to sign into your account or reset your password.
Authenticator 8 Security info
Al_ication S Default sign-in method: Microsoft Authenticator - notification Change Which method would you like to add?
2 Devices e Choose a method v
- Ny e s Authenticator app
GOO le B Privacy
A th t t & oneepren e Alternative phone
uthenticator
m @  Microsoft Authenticator SM-AS15F Email
— Lost device? Sign out everywhere Security key

Office phone

Hardware
Token

A
I

ICT Partner portal % 021 8084367 43 DONE
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FAQ: 1/2 4 Easy steps

- How do | change my default authentication method?

On your desktop, open your browser and type the following Enter your password and click Signiin.
1 address: https.//mysignins.microsoft.com. 2

You will be prompted to sign in with your Stellenbosch
University email address. Click Next.

What must |
do? SE
5 0 “— {@sun.ac.za
Microsoft Sign in Enter password
Authenticator =
TP T example@sun.ac.za F’asg'.'.'ord

Application

Can't access your account?
Fargot my password

Sign-in options

Google
Authenticator

Application

—
To Sign-in at Stellenbosch University requires.

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at @sun.acza username. Passwords can be changed at

www.sun.ac.za/useradm. Www.sun.ac.za/useradm.

Hardware
Token

J%) ICT Partnerportal - Q0218084367 44 For next steps click here DD
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FAQ: 2/2 4 Easy steps

How to use the
gquide

Once signed in, your Security Info will display with all the Left click on the drop-down menu and see all the available
authentication methods you have registered. Left click on 4 methods. Select the method of your choice and click
Change. ' Confirm.

Change default method

i Which method would you like to use to sign in? [
What must | = Phone - text <27 ~
dO? Phone - call +27
q Phone - call +27 r
k. My Sign-Ins
|

Phone - text +27

Microsoft Authenticator - notification

Microsoft R Overview
Authenticator = P S
_—— 2 Security info

Application P il e

B2 Organizations

Security info

These are the methods you se to sign into your account or reset your password

Authenticator app or hardware token - code

-+ Add method

2 s Your new default method will display here:

Q, Phone +27 0722267377
Google £ Privacy
R Office phone +27 218084463 o o
Authenticator % Security info
[ )[ licatiol’] @  Microsoft Authenticator SM-AS15F These are the methads you use to sign into your account or reset your password.
C— HiEa o S e You're using the most advisable sign-in method where it applies.
Sign-in method when t advisable is unavailable: Microsoft Authenticator - notification Change

~+ Add sign-in method
Hardware I
Token [=]  Password Last updated: Chan

2 months ago

@ Microsoft Authenticator

Push muli-factor authentication (MFA) SM-A336E Delste

ICT Partner portal % 021 8084367 45 DONE |¥
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FAQ: 1/5 10 Easy steps

L= How do | install GBox?
quide

1 In your app store, search for Gbox and click on Get Gbox. 2 Select Install and click on Agree

What is MFA?

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware

Token
- INSTALL (47.5 MB)

ICT Partner portal % 021 8084367 46 For next steps click here DM
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FAQ: 2/5 10 Easy steps

How to use the
gquide

Go to the magnifying glass icon and search google Click on Sign in.
3 authenticator. 4

Q

B ot i et i st e -

What must |
do?

Microsoft
Authenticator

Application

This can take a few seconds

Google
Authenticator

Application

Hardware
Token

K D

2% ICT Partner portal - Q 0218084367 47 For next steps click here DD
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How to use the
gquide

What must |
do?

Microsoft
Authenticator

Application

Google
Authenticator

Application

Hardware
Token

3/5

OWN device) and click Next. Then select | agree.

5 Select | will be using this device (if you are using your 6

Google

Who will be using this
device?

Set up this device for yoursell or 8
member of your Google family group

K D

Google

Welcome

['E'\. s g o

We pulblich the Google Terms of Service so thai
you krdw what to expect &5 you use Gur
services, By clicking 1 agree’, you agree io thewe
b,

You are also agreeing to the
Google Play Terms of Service to enable

sgement of apps

And remenmbed, the Google Privacy Policy
describes how Google handles mformation
generafed as you use Google services. You can
ahways vislt your Gocgle Accourt

{scoount google coem) fo take a Privacy Check
Up or to adjust your privacy controls

X ICT Partner portal % 021 8084367 48

10 Easy steps

Click on Install and select ADD, to add the Authenticator app

to your home screen.

For next steps click here DM
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4/5 10 Easy steps

How to use the
gquide

Select Open. Click on Get Started and choose Continue as...

8.

What must |
do?

Stronger security with Welcome to Google
Google Authenticator Authenticator

Microsoft
Authenticator

Application

Get verification codes for all your accounts Sign in to save your cades 1o your Google
using 2-Step Verification Account

Google
Authenticator

Application —n

o Mame & Surnase
Get started bl foem

Hardware
Token

49 For next steps click here DM
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FAQ: 5/5 10 Easy steps

How to use the NB! Every time you want to authenticate you need to open GBox

gquide

with when signing onto a Microsoft product or service. This

9 Click on Add a code, then select Scan a QR code. 1 A code will now appear that you can use to authenticate
' code changes every few seconds.

T-ar
« Row Sisre

= Google Authenticator &y (B)

= Google Authenticator
What must | =
do?

Saarch

Setup your first account

Lt the QR code oF seliup ey in yis JFA

167 579

seitings (by Google or thind-party service], H

o e hanineg trouble, go to g oo

Microsoft
Authenticator

Application

IE Sean o OQR code

Enter a setup key

Google
Authenticator

Application

Looks ke there arent any Googhe Authinticalar
eodes here yot

Hardware
Token

K D
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